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Advances in technologllow forinnovaton in thewaysbusinesses and individuals perform Coordinator

financial activities The development of financial technologycommonly referred tasfintech—  Specialist in

is the subject ofjreat nterest for the public and policymakefFntech innovations could Macroeconomic Policy
potentially improvehe efficiency of the financial system and financial outcomes for busisesst

and consumers. Howevéhe newtechnologycould pose certain riskpotentially leading to

unanticipated financial losses or other harnofitcomesPolicymakers designedany of the

financiallaws and regulationistendedto foster innovation and mitigatésks before the most

recent technological changes. This raigesstionsoncerningvhether the existing legal and regulatory frameworksen
applied to fintecheffectively protect againstarmwithout unduly hinderindgpere f i ¢ i a1 tdeveldpmentl o gi e s ’

April 28,2020

The underlying, croseutting technologies that enable much of fintaoh subject to sugbolicy tradeoffs. Theincreased
availability and usef the internet and mobile devices could offer greater convenience and tadaemcial services but
raises questions over how geogragi@ged regulations and disclosure requirementswedrshoulde appliedRapid growth

in the generatiarstorage, and analysis of datand the subsequenseof Big Data and alternative datacould allow br

more accuratesk assessment, braisesconcernsovep r i vacy and whet her 1 ndAutomdtedal s’ ¢
decisionmaking (and the related technologies of machéaening and artificial intelligence) could result in fastad more
accurate assessments, botild behavén unintended or unanticipated ways that cause market instability or discriminatory
outcomeslincreased adoptioof cloud computing allows specialized companies to handle technodtaged functions for
financial institutions, including providing cybersecurity measuresthis may concentrate financial cyber risks at a
relatively small number afonfinancialcompanies who may not be entirely comfortakit their regulatory obligations as
financial insttution service provider&€oncerns ovecyber risks and whethadherence toybersecurity regulatiorensure
appropriatesafeguards against those rigismeate all fintech developments

Fintech deployment inpecific financialindustriesalso raises policy questiarihe growth of nonbanknternet lenders

could expand access to creditit industry observers debdbe degree to whicthe existing stat®y-stateregulatory regime

is overly burdensome or provides important consumer grotscAs banks have increasingly come to rely on tpiadty

service providers to meet their technological needs, observers have debated the degree to which the regulations applicable to
those relationships are unnecessarily onerous or ensure impofégniasds and cybersecurityew consumer poirtf-sale

systems and redime-payments systems are being developed and increasingly used, and while these systems are potentially
more convenietand efficient, there are concerns abibigtimarket powepf thecompanies providing the servicasd the

effects on people with limited access to these systbtaanwhile, cryptocurrencies allow individuals to make payments

entirely outside traditiondinancialsystems, whiclmayincrease privacy and efficiency butates concerns over money
laundering and consumer protectidimtech isproviding new avenues to raise capitahcluding through crowdfunding and

initial coin offerings—and changing the way companies trade securities and manage invesimdemésy incresethe ability

to raise funds but present investor protection challetuygder statute passed by Congressurance is primasilregulated

at the state levalhere agencies are considering the implicattorefficiency and risk thdtntech posesn tha industry,

including peeito-peer insurance and insurance on demgmally, firms across industries are using fintech to help them

comply with regulations anehanage riskwhich raises questions about what rahetchshould play in these systems

Regulators and policymakers have undertaken a number of initiatirdedoatefintechin existing frameworks more

smoothly They have made eff@to increase&ommunication between fintech firms and regulatotselp firms better

understand how regutas view a developing technolaggand ertain regulators have established offices within their

organizations to conduct outreach. In another approach, some regulators have announced research collaborations with fintech
firms to improve their understanding new products and technologi#fispolicymakers determine that particular regulations

are unnecessiér burdensome or otherwise-gluited to a particular technology, they migditor the regulations, axempt

companies or products that meet certaiteda from such regulationtn some casesegulators cano souncer existing

authority, but others might require congressional action.
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1 Denise SchmaneBesseratHow Writing Came Aboufustin, TX: University of Texas Press, 1996), p{8.7

2Patrick Schueffel, “Taming t he JoBrrahoflnnovatian Managemawoli4f i ¢ De fi ni t
no. 4 (2016), pp. 333.

3 Thomas PhilipponThe Fintech OpportunityNational Bireau of Economic Research, Working Paper no. 22476,

August 2016, pp.-®, athttps://www.nber.orglapersh22476

4 For example, see Robert Bartlett et @onsumeilending Discrimination in the FinTedEra, National Bureau of
Economic ResearchVorking Paper no. 25943, June 201tats://www.nber.orglapershi25943
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of Bipglked internet and mobile devices in finance
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5 Terri Friedline,Unequal Fintech Landscapdgsew America, March 2018t https://newamerica.ordgbcuments?110/
Unequal_Fintech_landscapes_FINAL.pdf

6 For questions regarding the use of the internet and mobile devices in financial servigesssional clients may
contact David Perkins or Chris Jaikaran.

7 ltay Goldstein and Andrew KarolyiFintech: Whais Real, and Wha Hype Knowledge@WhartopMarch 12,
2019, athttps://knowledge.wharton.upenn.eaiticlefintech
8 For exampleseeWorld Economic ForumBeyond Fintech: A Pragmatic Assessment Of Disruptive Potential In

Financial ServicesAugust 2017, atttp://www3.weforum.orglocsBeyond_Fintech-_
_A_Pragmatic_Assessment_of_Disruptive_Potential_in_Financial_Services.pdf
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Another atdhae imtwhimnelh raises concerns 1s how eff
they are sent electronically and read on a scree
designed to be delThvuast,t bolmgditi cceddsohopapes. can e
costs of printing and phwmgiychd hgltedaskdinlsietryi ntgo driesac
and underC€umamaeanthygm.financial regulatory agencie
conswWmer | os@friee Itahvess e acgietmhmeinre 2 t & B bH KB UERm

Conference of State BankeSupdr Wiondn n kReh@inearipgsNonban® n , Ov é mv
SupervisionAugust 2019, pp.-9, athttps:/www.csbs.orgisbswhite-paperreengineeringnonbanksupervision

10 Brian Knight,Modernizing Financial Technology Regulations to Facilitate a National MaMetcatus Center at
George Mason Universityercatus on PolicyJuly 2017, ahttps://www.mercatus.orglblicationsfinanciatmarkets/
modernizingfinanciattechnologyregulationsfacilitate-national

11 Testimony of Charles Clark, Director of Washington Department of Finamsititutions, before U.S. Congress,
House Committee on Financial Services, Taskforce on Financial TechnGlegrgeeing the Fintech Revolution:
Domestic and International Perspectives on Fintech Regulatib Cong., ® sess., June 25, 2019, at
https://democratfinancialservices.house.gtploadedFiledAHRG-116-BA00-WstateClarkG-20190625. pdf

12 For more information on the Office ofe¢fComptroller of the Currency (OCC) charter and legal challenge€R8e

Report R44614\Marketplace Lending: Fintech in Consumer and SrBaibiness Lendindy David W. Perkins

13 Mark Willis, Updating &5$% *HRJUDSK\ ,WTV 1RW -XV WUSIERNW BvinsywanPiksQue $UHDV
for Urban Research, Penn IUR Working Paper, September 20it®st/penniur.upenn.edloadsiedia/
Mark_Willis_10-1.pdf.

14 safe harbor provisions provide that if the financial company uses the form they are presumed to be in compliance
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with applicable disclosure laws.

15 For example, the Consumer Financial ProtedBareau (CFPB) is regred to test new disclosure forms with

consumers before it requires the entities it regulates to provide the disclosures to its cuBtam&t$203 §1032).

16 For questions regarding Big Data, congressional clients may contact Chris Jaikaran. For questions regarding the use
of Big Data in financial services, congressional clients may contact Cheryl Cooper or Andrew Scott.

17 National Institute of Standards and Techngl@gIST), NIST Big Data Interoperability Framework: Volume 1,
Definitions Special Publication 1500r1, June 2018, dittps://doi.orgl0.6028NIST.SP.150alrl.

BGartner, *“ Ga r httpsd/www@artnes.corhinformatiorstechnologyglossarybig-data

9U.S. Government Accountability Offig€&AO), Data and Analytics Innovation: Emerging Opportunitiesl
ChallengesGAO-16-659SP, September 2016 hétps://www.gao.godsset€80679903.pdf

20 For a more detailed discussion of financial services technology developments, see U.S. Depattimd@neasury,
A Financial System That Creates Economic Opportunities: Nonbank Financials, Fintech, and Inndu#ti@018,
pp. 2239, athttps://home.treasury.gov/sites/default/files/2QI8A-FinancialSystemthat CreatesEconomie
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allow consumers to combine accounts with several
sofrtewapl at form, sometimes in comBTlihme tumde rwliytihn gf i
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data because 1t does not rely on bilateral compa
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New financial products that t aknekiandgv acnotual gde porfo vd a
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However, i ncrochadea thag omaeyx epp $ a s ecurity and privacy
“cem'«eZ1 ceezZele™>1 T—erxZe0e

Questions exist about how curBiegattTaypiws a lalnyd, rtehgeusl
questionencetanaseabout privacy anead icsybwhestelcairr idayt
security standards should be prescriptive and go
Some argue that a prescriptive approach can be i
that anbosuddoanepr oa abs tmit ghtti olnsa datvd nig to comply
data stbhbmdaddstion, questions exist about whet he
cover all sensitive individual financial infor ma
e x padf®d e

Opportunities--NonbankFinanci....pdf

2’For a more detailed discussion of data aggregation, cons u:
Information Regarding Cons unrederal RegisteBS898, Novemlbei 22,:2@16,ata 1| Recor ds

https://www.consumerfinance.g@olicy-compliancefotice-opportunitiescommentarchiveclosedfequest
information-regardingconsumeifaccesdinanciatrecords/ For a summary of the feedback from this Request for
Information, see CFPEZonsumetAuthorized Financial Data Sharing and Aggregation: Stakeholder Insights That
Inform The Consumer Protection Principl&3ctober 18, 2017, attps:/files.consumerfinance.gédocuments/
cfpb_consumeprotectionprinciples_dateaggegation_stakeholdensights.pdf

2Web scraping is used in many industries. -HickiRgLdw mot hy B.
Appeal s CdisidachniRaSéptemher9, 2019, bttps://arstechnica.cotechpolicy/201909Mveb-scraping
doesntviolate-antrhackinglaw-appealscourtrules/

23 For more information on web scraping vs. application program interfaces (API), see U.S. Department of Freasury,
Financial System That Creates Economic Opportunities: Nonbank Financials, Fintech, and Innaudyi@018, pp.
25-39, athttps://home.treasury.gov/sites/default/files/2QTBA-FinanciatSystemthat CreatesEconomie
Opportunities--NonbankFinanci....pdf

24 For a longer discussion of this debate, GRS Report R4563Data Protection Law: An Overvigwy Stephen P.
Mulligan, Wilson C. Freeman, and Chris D. Linebaugh

25 GAO, Information Resellers: Consumer Privacy Framework Needs to Reflect Changes in Technology and the
Marketplace GAO-13-663, Septemdr 2013, p. 19, dittps://www.gao.gowdsset860658151.pdf
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Data showindrends or patterns in traditional loan repaymea.da

Payment data relating to ndman products requiring regular (typically monthly) payments,
such as telecommunications, rent, insurancatilities.

Checking account transaction and cashflow dataiamdf or mat i on about a consur
assets, which could include the regularity of a
information abouprior income or expense shocks.

Dat a t hat S ome consider to be related to a cons
information about the frequency of changes in residences, employment, phone numbers or
emailaddresses.

Data about a consumer’s educational or occupatio
about schools attended, degrees obtained, armqubfgitions held.

Behavioral data about consumers, such as how consumers interact with a web interface or
answer specific questions, or data about how they shop, browse, use devices, or move about
their daily lives.

b}

Data about consumer s f r a aboud connactiods oa soGiab ¢ i at e s , i nc
media?®
Alternative data could potentially be used to ex

currently credit invi®buttlalewm wmuddrablateons sike
security -prroitcenntsvui Bd iant ai nocnisa. | institutions can mit

26 For questions regarding alternative data, congressional clients may contact Chris Jaikaran. For questions regarding
the use of altmative data in financial services, congressional clients may contact Cheryl Cooper.

2TThe consumer reporting agencies typically use past repayments on mainstream financial institution credit, among
other data points, to calculate credit scores. For nmdoenhation on the credit reporting industry, €8S Report

R44125 Consumer Credit Reporting, Credit Bureaus, Credit Scoring, and Related Policy, lsg&seryl R. Cooper

and Darryl E. Getter

2CFPB, “Request for Information Regarding Use of Alternati:
P r o c e sederdl Re®idtet1185, February 21, 2017, latps://www.consumerfinance.g@alicy-compliance/
notice-opportunitiescommentarchiveclosedfequestinformationregardingusealternativedataandmodeling

techniquescreditprocess/

29The CFPB distinguishes between different types of consumers with limited credit histories. One category of
consumers, referred to esedit invisibles have no credit record at the thresionwide credit repting agenciesind,

thus, do not exist for the purposes of credit reporting. According to the CFPB, this group represents 11.0% of the U.S.
adult population, or 26 million consumers. Another category of consumers do exist (have a credit record), But they st
cannot be scored or are considemedscorableNonscorable consumers either have insufficient (short) histories or
outdated (stale) histories. The insufficient and stale unscored groups, each containing more than 9 million individuals,
collectively rgoresent 8.3% of the U.S. adult population, or approximately 19 million consumers, according to the
CFPB.See Kenneth P. Brevoort, Philipp Grimm, and Michelle Kamtiaata Point: Credit InvisiblesCFPB, May

2015, athttp://files.consumerfinance.gdi201505_cfpb_datpointcreditinvisibles.pdf For more information, see

CRS Report R4597%inancial Inclusion ad Credit Access Policy Issydxy Cheryl R. Cooper

®%For a longer discussion on the benefits and risks of alte:
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Information Regarding Use of Alternative Data and Modeling Techniques in the Credit Procd&gleral Register
1118511188, February 21, 2017, latps://www.consumerfinance.g@alicy-compliancehoticeopportunities
commentarchiveclosedfequestinformationregardingusealternativedataandmodelingtechniquescreditprocess/

31 Encryption is a process that secures information from urslaatcess or use by changing information which can be
read (plaintext) and making it so that it cannot be read (cipherf@xtjnore information on encryption, SERS

Report R44642Encryption: FrequenthAsked Questiondy Chris JaikargrandCRS Report R4440Encryption:
Selected Legal Issudsy Richard M. Thompson Il and Chris Jaikaran

32 For more information on data privacy and data protection lawGCB&Report R4563Data Protection Law: An
Overview by Stephen P. Mulligan, Wilson C. Freeman, and Chris D. Linebaugh

SBForexample,@harles River Associates report suggests that “geog
educational attainment, college or university attended and use of nonprime credit tend to be correlated with race and
ethnicity.?” Bank r emadeliteleaowhstherauging this infermatidn és ords nepaimate

business justificatioflike, for example, using credit bureau information). For more information, see Marsha J.
Courchane and David M. SkandersBaijr Lending in the Brave New Wortdf Big Datg Charles River Associates,
May 2017, p. 5, atttps://www.crai.congitesfiefaultfiles/publicationsFE-Fair-Lendingwhitepaper0503L7.pdf

34E x p e r New Stydy Shows How Alternative Payment Data Helps U.S. Consu@redit Profiles” press rel ease,
February 25, 2015, attps://www.experianplc.comediahews2015Alternativedatato-creditreportsutilities-and

rent2015/ andFinRegLab,The Use of Cash Flow Data in Underwriting Credit: Empirical Research Findihgg

2019, https:/ffinreglab.orglp-contentliploads201907/FRL_ResearciiReport_Final.pdf

35|n its testimony to the House Financial Services Committee, the National Consumer Law Center sugggsted that

and electric utility data and alternative financial produc
data with consumer protections would generally increase co
mentioned telecommucetion payment data and bank transaction or cashflow data as additional alternative data

sources to study. S@estimony of Chi Chi Wiin U.S. Congress, House Committee on Financial Servidé®R TV

Keeping Score? Holding Credit Bureaus Accountable anciReg a Broken Systenhearings, 116Cong., ¥ sess.,

February 26, 2019, pp-B1, athttps://financialservices.house.goploadedfiledihrg-116-baOGwstatewuc-

20190226.pdf

%615 U.S.C. §1681.
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Some alternative data may have accuracy 1ssues,
and resources. These regulations may discourage

data, even 1if thehdhpasemal dopoumartd abdcome scor

credist § ooacddnistuimenr,s may mnot know what speci fic
ring systems use and how to imp¥ove the credi

%]
o
]

Tk CFPB abdnkeadgrhadgahmbaot sring alternanive dat
recentany®damse mbetrhe2g0lle9ased a palt by spprementte
alternative data iThehe dipded dEvewbi td @EPBG bZ es s .
reqdesgntf ormation from the public about the use
in the crdadiftormaédeoens from this request led the
consamdthorized financial datodesfBRhlelsivTeg minnde a ggr e ¢
principles include, among other things, consumer
informed consent, anﬂllmlaadd'steiccmm,ittyh(fan,ﬁF)EBciussawg/
daoad |GAHFWLRQ OHWWIHA tUpstart Net wor k, a company

such as education and empl oyment “*“Mni s2t0olr8y,, tthoe ma k
Treasury Department released a report about r1egu

consumeai alindata, including data sharfing, aggreg

Regulating Fintech: Consumer Protection  Agencies

The mandate for the consner protection agencies CFPB andhe Federal Trade CommissioRTC) 3 is largely
to ensure that consumerare not unfairly or deceptively harmelly the practices of businesses under their
jurisdiction while maintaining a competitive marketplace. Within the context of fintech, there are-tifsle
between these objectives. For instance, encouraging firmsféo néw kinds of consumefriendly financial
services can help create a competitive market, but the new products also can create the potential for unfore
risks to consumers.

37 Federal Reserve Governoael Brainard;“The Opportunities and Challenges of Fintéebmarks at the Conference
on Financial Innovation at tHgoard of Governors of the Federal Reserve Sys#ashington, DCDeaember2,
201§ athttps://lwww.federalreserve.gmgwseventspeecHhirainard20161202a.htm

38 TheFederal Reserve, CFPB, Federal Deposit Insurance Corporation (FDIC), National Credit Union Administration
(NCUA), and OCC|nteragency Statement on the Use of Alternative Data in Credit Underwiecember 3, 2019,
at https:/ffiles.consumerfinance.gé\documentstfpb_interagencytatement_alternativeata. pdf

®¥CFPB, “Request for Information RegahniduesigthelCsedit of Alternat i

P r o ¢ e drederdl Re§idtet 1185, February 21, 2017.

40 CFPB,Consumer Protection Principles: Consunsauthorized Financial Data Sharing and Aggregati@ctober
18, 2017, ahttps://files.consumerfinance.gédocumentfpb_consumeprotectionprinciples_datsaggregation.pdf

For a summary of the feedback that informed these principals, see CBRBImMetAutholized Financial Data
Sharing and Aggregation: Stakeholder Insights That Inform The Consumer Protection Prjr@igitgser 18, 2017, at
https://files.consumerfinance.gé\documentsfpb_consumeprotectionprinciples_dateaggregation_stakeholder
insights.pdf

41 CFPB,Consumer Protection Principles: Consurfanthorized Financial Data Sharing and Aggregati@ctober
18, 2017, pp. B, athttps://files.consumerfinance.gédocumentsifpb_consumeprotectionprinciples_data
aggregation.pdf

42 A no-action letteris an official communication stating a regulator does not expect to take enforcement actions
against particular companies in certain situatibns.r mor e i nfor mat i on, see-AdihPB, “CFPB
Letter to Ups srelease, S¢ptembes ¥4 k201 htes:Awevw.consumerfinance.gaboutus/
newsrooméfpb-announcedirst-no-actionletterupstartnetwork/.

43U.S. Department of the Treasusy Financial System That Creates Economic Opportunities: Nonbank Financials,
Fintech, and InnovatignJuly 2018, pp. 239, athttps://home.treasury.gov/sites/default/files/2QI8A-Financiat
SystemthatCreatesEconomieOpportunities--NonbankFinanci....pdf

Congressional Research Service 8



Fintech: Overview of Innovative Financial Technology and Selected Policy Issues

Similar to other financial regulators, the CFPB and FTC issue and promtégatationson issues pertinent to
fintech44 such as payments and data security. In addition, both agencies have created outreach offices. Thq
consumer protection agencies also use enforcement actions as tools to manage the effects of fintech on th
finandal system.

For a detailed examination tfie consumer protection agencieggulatory approaches and initiatives related t
fintech,seeCRS Report R4633Fintech: Overview of Financial RegulatorsemtdPRbcy Approachas Andrew P.
Scott

Aut omdXe ci sna khngAnmtmidflinctiealll®®i genc e
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(e. whetaheprarti cusllhab¢dgirvwewmv hae tdhhearme s of a particul
should be purchased at the currentghpgtthheee) based
borrbassuccd¢ pafidl back |l obhaw munc h et reipcdksntg

compamwey lmast tyaarc)a.l |Fi,s these complex tasks could
More recently, technol ogi ctape rafdovram ctelse shea vtea seknsa.b |
devel opment creates potential Dbenefits and risks
i mpliiomast.

Financial firms—fhneoececodsdedsatl goofithmstructions an
aut omattioc aclnlaypl ¢ computers to make decisions for
lending and invest meSmtc hmamat gemmetdi tocne mbheys ¢pf i € 1 f
al gor it hsmigpce ramaapBy Pastangnd aldiesamussdseodimgrndedwai ously
er able to assess risks, predict out comes, a
itional human assessmentsautEdmemiihddl nag 1ineff
prices and 1increas ei ntahnec iaavla islearbviilcietsy, oifn calnudd
ns yummals 1 b,usamdc stshees®*underserved
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Automation ecam t@ahoe rpmasretaitaid loanalt v di pr ogr ams may n

as intended,ngpgmaskbtyinsesabitlitystorpdotsect eand ngtt a
Al gorithms can fail to perform as expected for r
conditions, potentially producing unexpected I os
quickly and at 1 arbge qsucalee,l atrlgees. ¢ Albad HuuGadamh i v e
of May ,ibn WHilddh t he Dow Jones Industrial Average
rebounded) inThemtewamty wasadadaamwgsed in part by an
progtrbaamt made sales more quickly than anticipate
vola¥ility.

44 Section 18 of the éderal Trade Commissidkct (15 US.C. 857) authorizesthe FEiCo prescri be “rul es whi
define with specificity acts or practices which are unfair or deceptive acts or practices in or affecting cohhmerce

addition, various other statutes authorize FTC rulemaking; such rulemakingc@lyypromulgated in accordance

with 5 U.S.C. §553. One of the more significant rules the FTC promulgates with respect to financial institutions is the

Safeguards Rule, which implements the data security provisions of the GreaumBliley Act (GLBA; P.L. 106

102). For more on GLBA and the Safeguards Rule,GR8 Insight IN11199Big Data in Financial Services: Privacy

and Security Regulatigrby Andrew P. Scott

45 For questions regarding automated decisionmaking and artificial intelligence, congressional clients may contact
Laurie Harris. For questions regarding the use of automated decisionmaking and artificigéimtelin financial
services, congressional clients may contact David Perkins.

46 Financial Stability BoardrinTech and Market Structure In Financial Services: Market Developments and Potential
Financial Stability ImplicationsFebruary 14, 2019, pp-3, & https://www.fsb.orghp-contentiiploadsP140219.pdf

47 Commodity Futures Trading Commission (CFTC) and Securities and Exchange Commissior-{S#a)s
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of regulators or other outsideng¢amdy ebse tloi mintdeed s
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effectivel yo veearrsriyg®hbtn tdouttdieeisr.t O D FIMdrEdRYslse ni,h isso me

obser ver sr eagsusleartto rtsh asthfoourl dh oswe tAlIs tparnodgarradnss ar e dev
and mofl fo€edgdeci ded weurcechc ssissanrdywn i d encourage o
financial regulatory agencies to develop them. I
implement rules regarding the devel opment and us

Cloud Coffputing

Some jhakviengly referr e & otnve ocnlseo wed wWFEAhphtoihgd 4 s

a facetious charactestihtesa t h o’socJoorpey Clseuncecticnocnt pl uyt idnegs ¢
usamsans fer their informatiomwefrrsamaan dr enseat uwrocrek s()e .
own to one €lhoautd tchoenyp ulteiansge .al l eviates users from
maintain technical resources and recruit and ret

Regarding The Market EventsMhy 6, 2010 Report of the Staffers of the CFTC and SEC to the Joint Advisory
Committee on Emerging Regulatdssues, September 30, 2010, pi8, hthttps://www.sec.gowewsstudies2010/
marketeventseport.pdf

48 Robert Bartlett et alConsumeiLending Discrimination in the FinTech Emdational Bureau of Economic
ResearchWorking Paper no. 25943, June 201%tgts://www.nber.orgpapersh25943

“Ernest Hamilton, “AI Per pet uaTechilignesBuin2a2019Bti as in the Lendi:
https://www.techtimes.corarticles240769201904024i-perpetuatinehumanbiasin-the-lending space.htm
®Penny Crosman, “Can Al s Amberican8ankebanvary 1,21 &l em be sol ved?”

https://www.americanbanker.congwstanais-blackbox-problembe-solved

51NIST, U.S. Leadership in Al: A Plan for Federal Engagement in Developing Technical Standards and Related Tools
prepared in response to ExewetiOrder 13859, August 9, 2019, pp6.3athttps://www.nist.go\gystenfiles/
document201908/10/ai_standards_fedengagement_plamg2819.pdf

52 For questions regarding cloud computing, congressional clients may contact Chris Jaikaran. For questions regarding
the use of cloud computing in financial services, congressional clients may contact David Perkins.

%David C. Brokk«e’ ¢ SOCmmpmeeE: The Pr tERE SpectwumAugusti3l, Cl oud Co mp ut
2017, athttps://spectrum.ieee.otgthhistory/silicon-revolutionsomeoneelsescomputerthe-prehistoryof-cloud
computing
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cloud computing uwheor ss ppeacyi aplriozvei dienr bui l ding and
infrastructures.

Cl oud apnedr fhoirgnhance computing architectures e b
than desktop computing. For many, thisemagkes Big
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not necewBRILFD® dhFFWH¥V data, nor do they own the ¢
argualthotgal ahtchset e d on tthaereencs gpvedsorthbheher wise
segmented fr'omabhbi fithetmo deaccess

Another rel atsed opmantoend tyi a leLfQevil\AGKAEH Bx¥d raiss kt hteh at a t
insider may apeumpploosyelry ochrarcm i ents. Although users
to their data through encryption, aninnsudlkr may
a manner that the information 1is kept confident:i
depend on the provider to restore a functioning
provider may offmanezgemeypt i oaapatmlde keyer. In doin
keep the data in their servers confident:ii bet w
that providers adateas st trooughle amemry mtaiiont enhmhckecr y
I't s houltdh abte fniontaendci al i nstithduowasalthatf&eept Hdd
threat. However, migrating to cl'sudmpbmpuat oad
the set of people that could poke mnsknshd t hr
being 1int e rbnya ltlhye nfaimaagnded: iaedxgt iemwr sntail tl wt imam a g e y t
service provider. How well a financial 1ns uti
on the quality ofnditrselpactlilidedisehsidp pwriotghr d ens .,

54 This report will use the terimanksto refer collectively to bankand thriftholding companies and their insured

depository subsidiaries. This report does not refer itan@ions, though many of the issues related to banks examined

in the report may also relate to credit unions.

55 For more information on cloud computing characteristics, see Institute of International FilanceComputing in
the Financial Sector, Pat: An Essential EnableAugust 2018, pp.-4, athttps://www.iif.comPublicationdD/780/
IIF-Cloud-ComputingpaperPart1.

56 For more information on encryption, SERS Report R4464Encryption: Frequently Asked Questipby Chris
JaikaranEncryption: Frequently Asked Quests by Chris Jaikaran.
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regulators may be unfamilndr cWwould skevecbeugroor d
be familiar with whlaitkd se exmiercd teido dm.r ATalge bRhendke r a
2019 examination of Amazon Websites Services (AW
anecdotally i1illuhisaweseathRepPporeeddysanAdlWS was wa
when examiners asked for addhéeioampadpcbmbhkeéed, an
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computing industry i1is highly concentrated at a s
more dbtankxtnsection). Before cloud computing v
other technological disruptiocorystwaoMiltdh oodowmrd i n i
computing, an incident at one of vtelrealmafiim msl oud

57 Operational risk refer® the risk of losslue tofailed internal controls, peopler systems, or from external events
and includesyber risks (e.g., data breaches, insufficient customer data backups, and operating fckemngd)iSee
Basel Committee on Banking Supervisi@minciples for the Sound Management of Operational ,Rigke 2011, at
https://www.bis.orgdublbcbs195.pdfand European Banking AuthoritgBA Reort on the Prudential Risks and
Opportunities Arising From Finteglluly 3, 2018, pp. 583, athttps://eba.europa.eitestiefaultdocumentdiles/
documents/0180227090902c7859f{576e421eb243a145c0eaal3l/
Report%200n%20prudential%20risks%20and%20opportunitieafisiy%20for%20institutions%20from%20FinTec
h.pdf.

5812 U.S.C§1867(c).

59 The broader issue of regulating bank relations with thady technology service providers is also discussed in the
“Banks and ThirdParty Vendor Relationships s ect i on later in this report.

6012 U.S.C51867(c).
6Liz Hoffman, Dana Mattioli, and Ryan Tracy, WaFed Examined

Street Joural, August 1, 2019, dittps://www.wsj.condrticlesfed-examinedamazonscloud-in-new-scrutiny-for-
tech11564693812
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To mitigate cybersecurity 7risks, financial 1instdi
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emanates from the organiagehsegetsdaealti naatbhdtthbhetabd

62 bid.

63 For questions regarding cybersecurity, congressional clienteomagct Chris Jaikarafor questions regarding
cybersecurity in financial services, congressional clientsaoatactAndrew Scott

64 This report focuses only on cybersecurity in finans@lices. For more information on cybersecurity generally, see
CRS In Focus IF1055%ybersecurity: An Introductigrby Chris JaikararfFor information on data protection law, see
CRS Report R4563Data Protection Law: An Overviewy Stephen P. Mulligan, Wilson C. Freeman, and Chris D.
Linebaugh

65 A deniatof-service attack is a cyberattack whereby an adversary delays authorized users from aystssing
resources. They may delay such access by overwhelming the system, for example, by sending an excessive amount of
internet traffic to a website, degrading its ability to operate.

6Rachel Adams, “Target to Pay r$la8.h5 SMNéwYorkingivlay23,7 St ates i
2017, athttps://lwww.nytimes.con201705/23businessargetsecuritybreachsettlement.html

67JohnD.McKinmn and Laura Saunders, * Br\WallStreet JournalVay 86, WSp oses Tax F
at https://www.wsj.comrticlestriminalsstealtaxpger-datavia-irs-web-service1432672691

8Anna Maria Andriotis, “Equifax Ident i fWalStreeAdbunalt i onal 2. 4

March 18, 2018, dtttps://www.wsj.condrticleséquifaxidentifiesadditionat2-4-million-affectedby-2017breach
1519918282
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efficient, resulting bar atdtcgaks ewiptrlod wtc tii mmo saigmg
burdens on banks® is an open question.
Concer ndsa saabcouwrti t y @ spindde ,2 ng@egityear aatlis o r aises privac
Indi vvidaabactions are increasingstyi trietcioamdse.d I2denbda
over how financial institutions should be allowe
institutions remain unresolved.

For monfermation, o@88hRepor 3Ls@RAQDO2OHUYLFHY DQG
G\EHUVHFXULW\ 7KHb)HGMUDIOr 5ROHVe i s s;CRiBd I M. FMazwuwrseen N
I F10&SBHUVHFXULW\ $Qb, @ WURGIXFWMIHER Qkap amtDWRBE 56 3 1,
SBURWHFWLRQ /DZ $Q 2YHWYbHHZ P. Mulligan, Wilson C.
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Seledeeldnological Innovations

When innovative financiapetethoolfomggncsalemet hpt

product, it might raise queaspploihcawnlde r egghud ade gme
foster the potential benefits and protects again
fintech si,nnmwadtuiddimg their potential benefits an:«
issues that Congress 1s considering or may c¢choos
Lending

Traditionally, consumer and small business 1lende

applfyamga MMdwsleodmndhonmandipt wrasthperssss poect i ve

borr dcweerdsi t wodet kr mdhes hgr the lender would extend
and under what ter ms abBhea edmdd rvwrdyd nl sagbnoipni go,aiess, 5 dt d
costly. Dating back t oagatn ereaalpos el 9c8r9¢, d iwti tshc o rhee «cod

69 For example, the bank regulators, through the Federal Financial Institution Examination Council, issue a
Cybersecurity Assessment Tool to help an institution identify its cybersecurity risks and its ability to address them.

0 For example, see Greg Baer and Rob Hurtdrpwer of Babel: Cyber Regulation for Financial Servj&ank
Policy Institute, Banking &spectives, second quarter 201 htgis://www.theclearinghouse.obginkingperspectives/
2017201 7g2-bankingperspectivesirticlestyberregulationfor-financiatservices

" For questions regarding lending, congressional clients may contact David Perkins or Cheryl Cooper.
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2FICO is a trademarked term that was originally an acronym that stood fprsSat, and Companythe company
that developed the score.
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e recently, with the proliferation -f interne
en re POUNHWSO® kM @PWMIDPFEKHOMARQGHUYt i rely or al mos:'t

hb otrhréspweerr mi—snseiaonns | enders can 1incorypoomrdate addi
ditional data amdvardedi ti ns ccareedsi ti mteg oastsse s s me

uratednydatbes sexpreadpeetrtidawertso for whom trad
rmation is lacking (e¢%g. . inpadflieiwinth ttoh imm ka
rmination about credifHwoowetshaeimmte spr a es. ¢gc ¢ s s ma |
tions about &hb¢ &cadsofbdaetandhoméd in cred
use could result 1n -pdriostpeacrtaitoen ivmpoalcattsi ocomrs .o tAh
nding remains a small p’&irtt hoafs tbheee nc ognrsouwnienrg Iqeun
cemahkcscording 9a €hd 7TGAPgrsonal Il oans provided
out $17.7 billion, up®from about $2.5 billion

“Matthew Adam Bruckner, “The Promise anChigoeKentllaw of Al gor i t |

Reviewvol. 93, no. 1 (March 16, 2018), pp.-18, athttps://scholarship.kentlaw.iit.ediklawreviewlol93/ss1/1/.

74U.S. Treasury Departmer®pportunities and Challenges in Online Marketplace Lenditgy 10, 2016, p. 5, at
https://www.treasury.goebnnecthlog/Documents/
Opportunities_and_Challenges_in_Online_Marketplace_Lending_vplaiper. pdf

SGAO, )LQDQFLDO 7HFKQRORJ\ $JHQFLHV 6KRXOG 3URYLGH &GADUEILFDWLRQ RQ |

111, December 2018, p. 33,Htps://www.gao.godssets/00696149.pdf

76 A recent academic study from the Federal Reserve Bank of Philadelphia suggests that alternative data may expand
credit access and improve credit terms for some consu8egslulapa Jagtiani and Catharine Lemig&te, Roles of
Alternative Data and Mach@Learning in Fintech Lending: Evidence from the LendingClub Consumer Platform
Federal Reserve Bank of Philadelphia, Consumer Finance Institute, Working Pdpeal8
https://www.philadelphiafed.orgmediafesearckanddatapublicationsivorking-papers2018fvp18-15r.pdf

77 Julapa Jagtiani and Catharine LemieTie Roles of Alternative Data and Machine Learning in Fintech Lending
Evidence from the LendingClub Consumer Platigsm 1923.

78 Making a comparison of the relative size of these lenders to the consumer credit industry as a whole is difficult.
Borrowers often take out marketplace loans to pay down credit card defitidedt loans, and thus arguably the entire
unsecured consumer loan market is the appropriate comparison. If the comparison group is set inclusively with all
consumer credit included, the $17.7 billion is a relatively small segment of an industry o$ai@oillion as of the

end of 2017See Federal Resend@nancial Accounts of the United Stat€@onsumer Credit Outstandirgs.19,

historical data, atttps://www.kderalreserve.gowleaseg/19HIST/cc_hist_sa_levels.htmh addition, marketplace
lenders also make loans to small businesses and small business owners, and thus arguably small commercial and
industrial loans also should be included in the comparidowever, marketplace loans are unlike credit card loans, in
that they araonrevolving(i.e., the amount loaned and term to pay back in full are specified), and they are unlike
student loans in that the can be more easily discharged in bankruptoy cianacterizes marketplace loans strictly as
personal, nonrevolving, and unsecured loans that are not student loans, they would account for an estimated 8.7% of a
$203.5 billion market at the end of 2017. See Federal Re$énamcial Accounts of the Uteid StatesData Download
Program, ahttps://www.federalreserve.galdtadownloadZhoose.aspx@l=z1. Upon congressional request, CRS will
provide data.

7S For a more detaitkdiscussion of relevant laws fintech lenders must comply with and the lack of detailed guidance
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l1icemsdi @ Bapsruonteerct i on |l aws, including usury 1 aws
unreasonably high interest rates), ar% important
Additional policy questions arise wWnthaseaschwhere
other toswushuasl aandenpiac)jleddlgitdhe mt ech companies
banks enter into a vahicthy omff oOuch her ndathgae manmatys t
al gorithmic platfor m; do the underwriting on
originate it; and hold it on®Thes owanrbaldgamentse
generall ykregouicioes@®@llyamxamine i1its compliance
relationship requirements,’ sBankss addrifillmimdre
Vendor Re’lsaetcitloimosnhd ¢pist i on, chearvtea irna iasrerda nlgeegnaeln tqsu e s
concerning federal prepmpifonablfystwhethsesnr fedam

EDQMNMY expor hofima xti anuens i nt erest rates apply to

banks but 1 a@QREQEMG@NIWhaessechde rbyapplicable 1aws and

governing these arrangements are appropriately
beneffreiddlt or expose consumers to potential harrt
consumer protections 1is a matter of debate.

from regulators, see GAQLLQDQFLDO 7THFKQRORJ\ $JHQFLHV 6KRXOG 3URYLGH &ODULILFD

Alternative Data GAO-19-111, December 2018, pp-19, at https://www.gao.godssets7/00696149.pdf

80 Brian Knight,Modernizing Financial Technology Regulations to Facilitate a National MaNetcatus Center at
George Mason Universitylercatuson Policy July 2017, ahttps://www.mercatus.orglblicationsfinanciatmarkets/
modernizingfinanciattechnologyregulationsfacilitate-national

81 For example, see letter from Cynthia H. Coffman, Colorado Attorney General, Maura Healey, Massachusetts
Attorney General, et al. to Saeditch McConnell, SenCharles E. Schumer, Seviike Crapo, and SerSherrod

Brown, Jur 27, 2018, atttps://www.consumerfinancemonitor.camp-contentiiploadssites14/201807/AG-
Maddenletter.pdf

82 GAOQ, Financial Technoldd\ $JHQFLHV 6KRXOG 3URYLGH &ODULILFDWBGR@IRQ /HQGHUVY 8

111, December 2018, pp-19, 1518.

83 For more information, seERS Report R4572&ederal Preemption in the Dual Bankj System: An Overview and
Issues for the 116th Congresy Jay B. Sykes
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Figure 1. Depiction of Common Marketplace Lending Models
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Source: Congressional Research Service.

An o tahreera of debate i1is how consumebfisantwichl lbeada e
propomregitues that, because financial technologies
new data sources, t Ita ecdadwdatihna Bdidlgviitedpu athas yiamnxdp asmmda 1 1
businesses in a fair, safe, and less costly way.

burdensome regulation of these technologies coul
who may have previoudgl pHoeweked, sabmeccensumeedad
argue that inexperienced fintech lenders with a
could inadverteswptrlbyectolbat e egadat momn s . For examrg
make loan daeadi¢nsicoans omhddy have a di¥vpatateéenigmpac
fair lefdliang, lwlwen lenders deny a loan applicati

84 For a hypothetical example, imagine a lender determines that which high school a person went to is correlated to how
likely he or she is to default on a loan, and so writedgorithm that favors certain high schools relative to others in

terms of probability of application acceptance and interest rate charges. If the high school a person attends is also
correlated to race, that algorithm could result in a disparate impaatertaan race.

85 For example, the Equal Credit Opportunity Act (ECOA, 15 U.S.C. §81691f) generally prohibits discrimination

in credit transactions based upon certain protected clas
religon, marital status, age, and “because all or part of t
program.” ECOA historically has been i n dispargteimpaat d t o pr ohi
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discrimination, in which a faally neutral business decision has a discriminatory effect oatagted class. However,

the Supreme Court’s reasoning in a June 2015 decision i1invo
antidiscrimination law, has sparkddbateabout whether dispaimpact claims are permissible under ECOA. For

backgroundn disparate impact claims, SERS Report R4420B)isparate Impact Claims Under the Fair Housing

Act, by David H. CarpentebDisparate ImpacClaims Under the Fair Housing Adty David H. Carpenter.

8612 C.F.R. §1002.9(a)(2).
87 For questions regarding bank thipdrty vendors, congressional clients may contact Darryl Getter.

88 See Basel Committee on Banking Superviskiimciples for the Souniflanagement of Operational Rjskune
2011, athttps://www.bis.orgdublbcbs195.pdf
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Regulating Fintech: Depository Regulators

The depository regulatord the Federal Reserve, FDIC, OCC, aNdtional CreditUnion Administration

(NCUA) 3 face particular fintechelated challenges regarding how to ensure banks and credit unions can
efficiently and safely interact with nonbank fintech compaigsmetimes fintech companies partner with and
offer services to bargkor credit unions. Other times, they seek to compete with banks by offering bank or-ba
like services directly to customers. In some circumstances, banks themselves can develop their own fintech

Given their broad responsibilities, banking regulators eagage with and respond to fintech in numerous way$
including by amending rules and issuing guidance to clarify how rules apply to new products; supervising th
relationshi banks form with fintech companies; granting banking licenses to fintech cesipamil conducting
outreach with new types of firms to facilitate communication between industry and regulators.

For a detailed examination of the depository regulat@gproaches and initiatives related to finteseeCRS
Report R46333Fintech: Overview of Financial Regulators and Recent Policy, AppkadobesP. Scott

89 For example, see the following releases: NCB#aluating Third Party Relationshipketter No.: 07CU-13,
Decembe 2007;FDIC, Guidance for Managing Thiréarty Risk FIL-44-2008,June 6, 2008; Federal Financial

Institutions Examination Council, “Financi al Regulators

Providers,” pres s 2, athtpsd avevdfiec.gompresgpri03112.niFDIC, TeéchHnology
Outsourcing: Informational Tools for Community Bankéti -13-2014, April 7, 2014FDIC Office of Inspector

General,Technology Seice Provider Contracts with FDKSupervised Institution®ffice of Audits and Evaluations,

Report No. EVAL:-17-004, February 203And NCUA Office of Inspector Gener&ludit of the NCUA Information
Technology Examination ProgratinOversight of Credit Uon Cybersecurity Program&eport No OIG17-08,
September 28, 2017

9 For more information on banking industry consolidation,GB& Report R45518&anking Policy Issues in the
116th Congressoordinatedy David W. PerkinsandCRS Insight IN11062BB&T and SunTrust: The Latest
Proposed Merger in a Lonagierm Trend of Banking Industry Consolidatitwy David W. Perkins

91 The Federal Reserve, Federaddsit Insurance Corporation, and Office of the Comptroller of the Currency

comprise the federal banking regulators. The National Credit Union Administration regulates federal credit unions.

These four agencies are collectively the federal depositoryategsil
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Consumer Elect?f0onic Payments

Consumers have severahoaptasbns rtass mlkdd¥ddédbienct r on i
For instance, consumers can make purchases by s w
terminal; they c¢can nstt drnef otrhmeaitri omo e fne hae wdd cgpi nt yamhe ew :
app to scan a barcode on a mobile phone that 11in
enjoy electronic payments innovations that allow

limite ngpeed to*®manage cash.

Figure 2. Consumers Payment Transactions, Selected Years
Number of U.S. Transactions, In Billions
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Source: The 2019 Federal Reserve Payments Study: Initial DataRetpagayww.federalreserve.gov/
paymentsystemfs/paymentsstudy.htm

De s phiet et etechnol ogy surroundipgyment aenbet oawaklslnyt s ,
run through the banking system. Accessing these

92 For questions regarding payment systems, congressional clients may contact Andrew Scott.

9 For examplePayPal enables users to send and receive money via credit or debit card, directly through their bank, or

by using funds stored in their accouBitjuare offers a mobile payment terminal that enables consumers to swipe or

insert a payment car&urther, cah can take longer to process at the point of sale (making change, counting coins,

etc), preserg a security risk (carrying cash in a registang takes time to store (depositing cash reserves in a bank

accountys ome of these issues are elucidbu®e DonAmMNéw aNewman, «C
York TimesDecember 25, 2017, https://www.nytimes.con201712/25hyregionho-cashmoneycashlessredit

debitcard.htm]
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Re alli me Payments

There ar @ssdwerndle preocess of completing a paymert
various(Q&cpVaHyUme nt services accessed by consumers
the private s e c taonrtkd aChnk tphaey noetnhte rmehsasnadg,t hbg me at e ar
can currently be executed through®Thsetems run pr

94 FDIC, 2017 FDIC National Survey of Unbanked and Underbanked Housel@itisber 2018, p. 4, at
https://www.fdic.gowouseholdsurveg0172017report.pdf

9 A 2018nationally representative survey from the Federal Resdtwas that 426 of consumers prefer to use debit
cards, compared 29 for credit cards and 22 for cash.The survey also shows thadlf of consumer transactions

are less than $25, and%®f those transactions are completed with cash; further, almosighegters of P2P transfers
were cash transactiori@inally, dthough cash has generally trended down both in preference and usage over the past
few years, households with annual incomes under $50,000 have increased their daily cash Roidimy®, see

Raynil KumarandShaunO * B r 20&91indings from the Diary @@onsumer Payment Chojdeéederal Reserve

System, Cash Product Office, June 2019, p. [itps://www.frbsf.orgtashpubicationsfed-notes2019june2019
findings-from-the-diary-of-consumeipaymenichoice/

9 Claire WangCash Me If You Can: The Impacts of Cashless Businesses on Retailers, Consumers, and, Cash Use
Federal Reserve System, Cash Product Office, Au@isg, athttps://www.frbsf.orgéashfiles/CashMe-If-You-Can
August2019.pdf

97 For questions regarding retaine payment systems, congressional clients may contact Maontea

98 Federal Financial Institutions Examinations Countiholesale Payment SystenisExamination Handbook, July
2004, pp. 18, 1217, athttps://ithandbook.ffiegovit-bookletsivholesalepaymentsystems.aspx
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Accordingat oRheadmrvder @rhee PUmwetleld, St ates is far b
countries in ttermmas pafymeamvtisng vracdad™ble to the gen:

P¥Feder al PRtentiat Modifications to the Federal Reserve Bahkgional Settlement Service and Fedwire®

Funds Service To Support Enhancements to the $2agpeACH Service ” Feé&ddral Registe21223, May 16, 2019,

at https://www.federalregister.galbcuments201905/16/201309949potentiaimodificationsto-the-federatreserve
banksnationatsettlemeniserviceandfedwire-funds The Federal Reserve sought comments on this proposal in

November 2018. S Patentiald-ederal RdservR Actions tor Suppdaditrank Settlement of Faster

Payments ” Fe&déral Registe21, November 15, 2018, p. 57351h#ps://www.govinfo.gowontentpkgFR-2018
11-15/pdf/201824667.pdf

The Federal Reserve stated, “it will 1likely t-ake longer f
sector service, to achieve nationwide reach regardless of
Federal Reserve Actiorie Support Interbank Settlement of Faster Paymdsket No. OPL670, August 5, 2019, at
https://www.federalreserve.gméwseventaressreleaseses/other20190805al. pdf

101 Federal Reservé&ederal Reserve Actions to Support Interbank Settlement of Faster PayiDmakst No. OP

1670, August 5, 2019, pp. 738, athttps://www.federalreserve.gmgwseventpressreleasdies/

other20190805al.pdf

102 By statute, all depository institutions, including commercial banks and credit unions, and a select number of

nonbank financial institutions may hold resereeaunts at the Fed.

103 Federal Reservé&ederal Reserve Actions to Support Interbank Settlement of Faster PayDmakst No. OP

1670, August 5, 2019, attps://www.federalreserve.gmewseventaressreleasefés/other20190805al. pdf

P4For an overview, see National FastertPaymants30d” (Maeya r3i,n g2 0Ho9u,s ea tAs
https://www.nacha.orgystemfiles/201910FasterPayments101_2019.pdf

5The Cl1 ear The RTPHNetwoskeFor Alf Financial Institutions’ httpst//www.theclearinghouse.org/
paymentsystemgatp/institution

106 Federal Reservef UDQVFULSW RI &KDLU 3R ZHIY3D,PU1SB Hitths: MvenReQedlte s Qd-ddv/
mediacentefiles/FOMCpresconf20190731.pdf
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WAar on RdaldimePaynfents Can Help Combatinequality Br ookings Institution, March
https://spotlightonpoverty.orgpotlightexclusivesfeattime-paymentscanhelp-combatinequality/

108 CFPB,Consumer Voices on Overdraft Prograrivember 2017, pp. 189, athttps://files.consumerfinance.gév/
documentwfpb_consumevoiceson-overdraftprograms_report_112017.pdf

109Thomas WadeRrimer: What Is A Realime Payments System, Andd/8hould Operate ItRmerican Action
Forum Insight, June 11, 2019, htps://www.americanactionforum.onggightprimerwha-is-a-reattime-payments
systemandwho-shouldoperateit/.

110The Clearing House, comment letter, Docket No-18R5, December 14, 2018, tatps://www.federalreserve.gov/
SECRS2019February?20190207DP-16250P-1625_121418_133156_423844567989_1.pdf

111y.S. Departmenof the TreasuryA Financial System That Creates Econo@jiportunities July 2018p. 156, at
https://hane.treasury.gov/sites/default/files/20Q8/A-FinanciatSystemthat CreatesEconomicOpportunities--
NonbankFinanci....pdf

112|ndependent Community Bankers of America, comment letter, Docket Na6@% December 14, 2018, at
https://www.federalreserve.g@ECRS2019March20190315DP-16250P-

1625 121418 133342_402680988614 1.pgfen Payment Network, comment letter, Docket N®.1625,
December 14, 2018, https://www.federalreserve.g@®ECRS2019April/ 20190408DP-16250P-

1625 121418 133340_45278101624.pdf

113See Aaron Rosenbaum et &aster Payments: Market Structure and Policy Consideratibaderal Reserve,
Working Paper no. 201700, September 2017, fattps://wwwfederalreserve.goetonrededsfiles/2017100pap.pdf
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14 For questions regarding cryptocurrency and blockchain payment systems, congressional clients may contact David

Perkins, Eva Su, or Chris Jaikaran.

1151 cryptography, &eyis a value (e.g., a &tig of numbers) used for the operations of encryption, decryption,
signature generatiooy signature verification.
116 David Mills et al.,Distributed Ledger Technology in Payments, Clearing, and SettleBeatd of Governors of the
Federal Reserve Systefinancial and Economics Discussion Series 208% Washington, DC, 2016, pp.-1@, at

https://www.federalreserve.g@donresdatééds2016files/2016095pap gif.

117 For more information on blockchain technology, €8S Report R4511&lockchain: Background and Policy
Issuesby Chris JaikargrBlockchain:Background and Policy Issudsy Chris Jaikaran.

118 pDylan Yaga et al Blockchain Technology OvervieW!IST, NIST Interagency Report 8202, January 2018, pp. 12
25, athttps://nvlpubs.nist.gowmistpubsit/2018NIST.IR.8202.pdf
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Figure 3. Cryptocurrency Prices ,June 2015March 2020
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Source: Coinbasedatg accessed through the FedeReserveBank of St. Louis Economic Data website at
https://fred.stlouisfed.orgategories33913
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119 Jerry Brito and Andrea Gdllo, Bitcoin: A Primer for PolicymakersMercatus Center at George Mason University,

2016, pp. 1318, athttps://www.mercatus.orgystentiles/gmu_bitcoin_042516_wet3_0.pdf

120 For more information on this issue, 8BS Report R4542Tryptocurrency: The Economics of Money and
Selected Policy Issugty David W. PerkinsandCRS Report R4571Ghe Potential Decline of Cash Usage and
Related Implicationsby David W. Perkins
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RiFor example, The U.S. Attorney’s Office Southern District
the “Silk RoadGuWdbgite, Maamthmttan Federal Court on All Cou
https://www.justice.gowisa-sdnyprirossulbricht-creatorandownersilk-roadwebsitefound-guilty-manhattan

federatcourt

22Nicholas Gess and Andrew Ray, “State Attorneyl General to
Things FinRedblog), Lexology, July 31, 2018t https://www.lexology.contibrary/detail.aspx@=baaab9foafl2-
49e699d5b063b0e61533

12815 U.S.C81693c¢,81693f,81693g.

124 5eeCRS Report R4333®itcoin: Questions, Answers, and Analysis of Legal IssweEdward V. Murphy and M.
Maureen Murphy

125 For questions regarding capital formation, congressional clients may contact Eva Su.
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1265 E CUpdated hvestor Bulletin: Crowdfunding for Investors’ Ma y 1 bttps://@vwls@c,goiea/
investoralertsbulletinsib_crowdfunding.html( h e r e i n a f t e rinvestar Bulletifi: Crpwidtundiagdfor
Investors?”).

1273 E Clnvestor Bulletin: Initial Coin Offerings” J ul y https;//wvaninVestor.gaadditionatresources/
newsalertsalertsbulletinsinvestorbulletinrinitial-coin-offerings( h e r e i n a lfivestor Bulletifn:dnjtial Coin
Offerings’ ) .

23EC, “Updated Investor Bullet ifinvestarBulletid fitiahGoinng for Investo
Offerings ”

129 Garry GabisonUnderstanding Crowdfunding and its RegulatioBaropean Commission, 2015, at
http://publicaions.jrc.ec.europa.ewpositorybitstreamdRC92482bna26992enn. pdf

WS EC, “Cr o wd FedenalRegiste7138871.300, November 16, 2015.

1381 Marc Franson and Peter Manbetke Regulation of Marketplace Lending: A Summary of the Principal Issues
Chapman and Cutler LLP, April 2019, pp-829, athttps://www.chapman.comiediapublication/
926_Chapman_Regulation_of Marketplace Lend2@d.9.pdf

132 For more information on securities regulation and initial coin offeringsCR&® Report R4530Kecurities
Regulation and Initial Coin Offerings: A Legal Priméry Jay B. Sykes

BSEC, “Investor Bulletin: Initial Coin Offerings.”

¥SEC Chairman Jay Clayton, “Statement on Cryptocurrencies
https:/ivww.sec.gowiewspublic-statemenstatementlayton201712-11.
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135pwC Deals,&  RQVLGHULQJ DQ ,32 WR )XHO <RXU &RPSDQ\TV )XWXUH" ,QVLIJKW LQW
Public, November 2017, dtttps://www.pwc.comiskentealspublicationsassetsiostof-artipo.pdf.

16p L. 112106 126 Stat. 306 (2012).

BISEC, “Cr o,wd FedénalRegiste7138871389, November 16, 2015.

138 For more information, seERS In Focus IF11004inancial Innovation: Digital Assets and Initial Coin Offerings
by Eva Su

139 Satis GroupCrypto-asset Market Coverage Initiation: Network Creatidaly 11, 2018, at
https://research.bloomberg.cqubtest28giwW28tf6G7T_Wr77aUu0gDgFQ

140 Financial Industry Regulatoru t h o r i t y InitalFCbilN@ffarings (ICOs)-What to Know Now and Time
Tested Tips for Investoys” I nvest or Al e http//wwh.fingawrginvestosalertstifial-cdin-  a t
offeringswhatto-know.
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Related Issue: 'LJLWDO $VVHW Y{FKDQJHVp

Digital assetsoften referred to ascrypto assetamong other terminologyare digital representations eflue
made possible by cryptography and blockchain, and include the coins and tokens offered througWit@i@she
past two years, this new asset class has experienced rapid growth, high volatility, maturing practices, and
regulatory scrutiny44 About 300 platforms are offering digital asset trading and referring to themselves as
"HI[FKDQJHVpu DV RI Mk &BitoH, Platforms trading digital assets appear to resemble securitie
exchanges, as they bring together buyers and sellers, execute tautdsdisplay priceslowever, many such
platforms, if they are regulated at all, are registered as mareaysmission services (MTSs) instead of-SEC
regulated national securities exchangsS he SEC issued a statement in 2018 clarifying that online ptatffor
buying and selling digital assets that qualify as securities could be uffawful.

The SE@egulated exchanges are designed to protect investors against fraudulent and manipulative adtieiti
very activities frequently observed in digital assatling.One widely cited academic study illustrates the scale
potential damage one digital asset market manipulation could create. The study argues that a single marke
PDQLSXODWRU OLNHO\ IXHOHG KDOI RI %L W Hd3é tQ $20,00048 Shé laEtiMiti®sX
ZHUH UHSRUWHGO\ FDUULHG RXW WKURXJK W K HBi@imek A o5 LI LV
cryptocurrency investors tefiled a class complaint against Bitfinex and Tetheecompany that administers a
cryptocurrency of the same naniefor $1.4 trillion in damage®?

7KH 6 (& WRRN LWV ILUVW HQIRUFHPHQW DFWLRQ DJDLQVW D QeX
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to do so150

WSEC, “SEC Announces Enf or c eBmesnetd IThhirteiaattsi vaensd tPor oCtoentbta tR eCtyabi
release, September 25, 201 7htps://www.sec.goviewspressrelease?017-176.
WS EC, “Cyber Enf o httpse//menssec.gogpotlighitybarsecuritygnforcementctions

113

WFor questions regarding digital asset securities

144 Financial Stability BoardCrypto-assets Report to the G20 on Work by the FSB and Stasdtidg BodiesJuly
16, 2018, ahttp://www.fsb.orgivp-contentliploadsP1607181.pdf

145C o0 i n Ma r kTept1@DaCpyptocurrency Exchanges by Trade Voluriehttpst//coinmarketcapoenfankings/
exchanges

146 MTSs are money transfer or payment operations that are mainly subject to state, rather than federal, regulations.

exchang

Marco Santori, “ What I's Money Transmission and Why Does 1t
https://coincenter.orghtryvhatis-moneytransmissiorandwhy-doesit-matter
“WFor mor e de tStaterhent,on RotentiallySUnl@wful Cnline Platforms for Tradingdi t al Assets, ” Mar

7, 2018, ahttps://www.sec.gowewspublic-statemengnforcementm-statemenpotentially-unlawfulonline-
platformstrading

148 JohnGriffin andAmin Shams)s Bitcoin Really UATethered’SSRN, October 28, 2019, lattps://ssrn.com/
abstract3195066

149 Phillip Rosenstein;$1.4T Bitcoin Manipulation Cadereposterous, Tether Saykaw36Q November 15, 2019, at
https://www.law360.conafrticlesi220333print?sectionfintecta nd Ne w Yor k A AttormeyengralGener al , <
JamesAnnounces Court Ordeékgainst’ C r y Qutrency CompanUnder Investigation For Fraud, press r el ea s e,
April 25, 2019, ahttps://ag.ny.goyressreleaseZ2019Attorneygenerafjamesannouncesourtorderagainstcrypto-

currencycompany

1508 E CSEC Charges EtherDelta Founder With Operating an Unregistered Exchange r e s s rel eas e, Nove ml
2018.
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If digital assett DGLQJ SODWIRUPY DUH EX\LQJ DQG VHOOLQJ VHFXULW
VHFXULWLHY UHJXODWLRQ:V EDVLF REMHBEH#WeEHSOIMEGDBRENS; indluding D
international authoritiesbelieve thatalthoudn digital asset trading platforms may face issues similar to traditio|
exchanges, regulatory approaches may still need to be adjusted to account for particular operating models
may amplify risks differenti§?

For mnfermation, o@RShRepor sLsIRWODORVHWY DQG 6(&
BHIXODWLRQERS Repor &DBUWDRO ODUNHWY 6HFXULWLHV 211HUI
BROLF\,,VVEXKM &SBRE Repor SHRAVBWLHY 5HIXODWLRQ DQG ,QLW
2ITHULQJV $ /HIDG 3UaRHW. Sykes

Hi glr equency Securities a%hd Derivative:

Al t h ohuegrhe, its no wuniversal hiegphabquencygplrtablenyg (¢
tegmnerally refers to a subset of algorithmic tr
secu,dietriievsat i ves, a tn ldia gcornydputceticpudrr rbegnnrpiuetse r s e xecut i
trades within microseconds or milli3 eyaonndds . It h
currently accodtnot s6 0f% ro fr otuhgeh Ityr a5d0i ng v &1 ume in d
Depending ony tamd cmagrdsetticavni adg nt b HETIggeoems cases

can diatcleerrpas ntive effectsinarmas&kdmdlghbad dt yy ( e . ¢
spreads, deermav,athas hénmptr p ved oprr icceer tdaiisnc onveegrayt)i v e
(e.@gcrealsed liquidity, highesfoola¢itdaPry,inndsho

Generally, traders who empl ogs nthFITI sptrroaftietg ipeesr atrre
huge number of tr asodiegsh. aTihtiosmastsedd echiwpinddd ende ph o gr a mn
execute certain kind of tradwWsvohverdpmmsad to sp
placement . Broadly speaking, these strategies <ca
strategies. Pas  PDUERBMWWUDGHIQImEptss ime Ilprdef it from p
for the same stocks or their der $DPVUWMLYHeBRDUNHW e d
PDNLQdn which profits are generated by spreads b
the ptiowhich securities are bought and sold. Agg

RUGHU DQWPPRIPSHIOMORRG LLIQAL WL R Qe s .

151 SEC, Statement obigital Asset Securities Issuance and TragdiNgvember 16, 2018, attps://www.sec.gov/
newspublic-statementigital-assetsecuritesssuuancendtrading and Board of the International Organization of
Securities CommissionkssuesRisks and Regulatory Considerations Relating to Crfstset Trading Platforms
May 2019, ahttps://www.iosco.ordibrary/pubdocgpdf/IOSCOPD627.pdf

152 G7 Working Group on Stablecoirlayestigating The Impact of Global Stablei@ctober 2019, at
https://www.bis.orgipmifpubl/d187.pdf

153 For questions regarding higrequency trading, congressional clients may contact Gary Shorter.

BMolly Wood, “HAmneoqumamdy Hirgaddi ng Can Ri gMatkétgaceMar ket , I EX Fo
September 18, 2019, lttps://www.marketplace.org01809/18too-muchhigh-frequencytradingcanrig-market
saysiex-exchangegounder/

155 Staff of the Division of Trading and Market&guity Market Structure Literature Review Part Il: High Frequency
Trading SEC, March 18, 2014, pp-18,, athttps://www.segov/marketstructureésearch/
hft_lit_review_march_2014.pdf

156 Order anticipationinvolves traders using computer algorithms to identify large institutional orders that sit in dark
pools or other stock order trading venues. As part of it,-figduencytraders may repeatedly submit sreifled
exploratory trading orders intended to detect orders from large institutional investo@mimtum ignitiostrategies

an HFT firm initiates a series of orders or trades aimed at causing rapid up or dowresquuici movements. Such

113

traders may intend that the rapid submission and cancella
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will “spoof” the algorithms of other tradersernativalyp action a
the trader may intend to trigger standing stop loss orders
Release on Equi t yFeddralR&gisteB6(D tJanuacy 2l 2080, ” 7 5

157 The bidask spread of a security is estally the difference between the price investors are willing to pay for it and

the price other investors are willing to sell it for. Theoretically, lowereéhbldspreads should reduce the costs of

trading for all investors. Liquidity describesanisve or > s abi l ity to promptly purchase ot
minimal impact on its price. Price discovery is the process by which the value of a security is established through

market supply and demand dynamics.

See Terrence Hendershott, CharlesMJ on e s , and Albert Menkveld, “Does Algorit
Journal of Finance v ol . 66, no. 1 (2011); and Ch a-requency M. Jones, “ Wh a
T r a d iColgrbia Business Scho&esearch Paper No.-13, March 20, 2013.

Al bert J. Menkvel d,Fr“eTghuee nEccyo nTormai deismnpal Relikinkgfiingncid t o ¢ k, ”
Economicsvol. 8, no. 1 (2016), pp-2, 56.

159 SEC,Equity Market Structure Literature Review Part High-frequencyTrading March, 18, 2014, p 8-11, 22

28.

160 For more information, seERS Report R44443]igh Frequency Trading: Overview of Recent Developméyts

Rena S. Miller and Gary Shorter

161 Subsequently, a joint SECFTC analysis determéa that human error was the direct cause, but that HFT may have

exacerbated it. See CFTC and SE®dings Regarding The Market Events of May 6, 2&Réport of the Staffers of

the CFTC and SEC to the Joint Advisory Committee on Emerging Regulssoigs September 30, 2010, pp8l at
https://www.sec.gownewsstudies2010marketeventseport. pdf
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traders played during that ¢%CeAilt .i sFiprlsatn naepdp racsv ead
dataitepysthat will consolidate trade orders, tr
trade on a particular stock was executed), and g
options mar ket sS.ECAcCchoaridri nMaa rtyo Jfoh€WMll] ¢ gyl dbtyowvs r t u
will have more timely access to a comprehensive
efficiently and effectively conduct research, r1e
and identify and "™*fhlvesstteyng,a tweh incihs choansd urcati.s e d s o me
conc¥hns, also earned prospective praise as a t oo
broadening what the SEC will ™feATap-hasbegsreins i
late 2019,ctaendl tida be fpulolj operational in 2022,

Policymakers havethaeke¢ons numbacddafefspgpeawmancerns r
HFT Whet her these strike theHEpBpotoopntiadle badafiict
while apprompgi ateky mistsiogdtaitedFon thhxdfhfglles, amh o p e
and CFTC have either approved or not opposed regq
(including the NYSE American, the ITEX, and the g
U. S0) adopt trading del ayHmhTchwmapiksemds aadi%mend aagte sr. e |

For mofermation, o@B8hRepor #kIKEYHUHATXHQF\ 7UDGLQJ
2YHUYLHZ RI SHFHQWR'HAXYHORSPMQWNe ra nddRBE @RampyoyrS$Sh Rdt3¢610 8
+LIJKUHTXHQF\ 7UDGLQJ %DFNJURXQG &RQFHUBRY DG yYSHJIXODW
Shorter and. Rena S. Miller

AsshMdnageifient

Asset maaonamg@eanemnd¢s pool moneyrfrnmmtvadmitdwssnailndinwie
and itrhwe sstnntdheir behal ff%Tfhoer SfEiGhainsctitahha m 2 g aamar s t.

i ndusptrriynar y Trheeg ualaanteogre. me nt s i ndas ¢ afiyntngdly twe ing
conduct 1invep¢ mEtortandri eesgechaaraclid,jsdertrtsvApcreosmi ne nt

example i1is t hURHERBYHMVMR e raams whi oh automated progra

23 EC, “SEC Approves New Rule Requirdi MgmalQoymso ITirdatiemd Mwcdiitvi
press release, July 11, 2012h#ps://www.sec.gowewspressrelease?0122012134htm
BSEC, “SEC Approves New Rule Requiring Consolidated Audi't

164|1n March 2019, the SEC removed one such critical concern when it said that some personal information from

individual investors will be excluded fmo CAT, which reportedly was a concession to bralealers and other traders

with concerns that such data would be targeted by hackers.
About Stockl n v e s t oWall Siraet JaurnédlMarch 26, 2019t https://www.wsj.cordrticlestecaddresses
cybersecurityconcernsaboutstockinvestordatal1553625211In addition, in the falbf 2019, varioustock

exchangesand theFinancial Industry Regulatory Authoritwhich is building made CAT, made a request to SEC

officials thatsome personalata such as social security numbers and dates of birth be excluded from CAT. SEC Chair

Jay Claton has said that he was receptive to the idledrew Ramongas “ SEC on Course to Fix ¢ Wors
Audit Tr ai l ,BlodhbergylawoNoverSheryl3, 2019, attps://news.bloomberglaw.copmivacy-anddata
securitysecon-courseto-fix -worstexecuteeaudittrail-claytonsays

] vy Schmer ken, *“ CHRrkxtra Becember 3, 2018, https:dwwik fingxtra.conblogposting/
16372¢tatis-outof-the-bag

For example, Fkas NOEBgyBaBepegegd“ Bump Pl a BlaomdergfFebmuaryFut ur es Ma
13, 20194t https://www.bloomberg.coméwsarticles2019-02-13/a-flash-boysstyle-speedbump-plannedfor-u-s-

futuresmarkets

167 For questions regarding investment management, congressional clients may contact Eva Su.

168 For more on asset management, GBS Report R4595 T apital Markets: Asset Management and Related Policy
Issuesby EvaSu
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Asme n t iaobnoevde , big tech firms |like Amazon, Faceboo
financial services operationsassepomamtbige mead mpe
induEhtersye. t ypes of compueasdstme mtouthaln p gweimldendtey t hr o u g
us pd at fpoort mngitiisarlntghte as set man'dBleenemat d mtdiuaslt rogf b i
assmamagement platforms has already been realizec
Ant Finaddidliate@nof Alibaba 'Grloaapge snto wmammnayp gmar k
mutual fund of $eln6d8 2b0ill8l,i owni tahs ao ft hyieradt of t he Ch

million Alipay users}!® already invested in the fou
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Inngeal, robo advisersaslle sa&sndg edsoiand al sagridripdool i cy 1 s
the r1righet bpartomtneigety e s tnoirtsi grantsiknsg whi lienmd  @twii mig, f o
appropriately infonmerdi Hbvek,etrrackbhosn g dimidsdiad g o

169 See Financial Stability Boardytificial Intelligence and Machine Learning in Financial Servichevember 1,

2017, athttp://www.fsb.org20174 1/artificial-intelligenceandmachinelearningin-financiatservice and John

Schindler, Associate Director, Federal Reserve Board, presentation Alitiésal Intelligence and Machine Learning

in Finance September 29, 201&thttps://philadelphiafed.orgmediabankresourcesupervisiorandregulation/
events2017fintechfesource®4_slides_schindler.pdé=en

170 SEC,Investment Management Guidance Update: Rabwaisers February 2017, dtttps://www.sec.gov/
investmenitm-guidance201 702 pdf.

1718 E Clnvestor Bulletin: RobeAdvisers ”  F e b r u a r httpsZ/\8ww.sex.gokidainvestoralertsbulletins/

ib_roboadvisers.html

172 Facundo AbrahanSergio L. Schmukler, and Jose Tess&tEyoAdvisors: Investment Through Machinggorld

Bank Group, February 2019, latp://doaments.worldbank.orgliratedén/2750415511968367584f/Robo-Advisors
InvestingthroughMachines.pdf

173 Aite Group,U.S. Digital Investment Management Market Monitor, Q2 2048y 22, 2019, at
https://www.aitegroup.cormrgportls-digital-investmerimanagementarketmonitorq2-2019

174Bailey Lipschultz “ Could Amazon Manage Your M®&BlaompetgJu@4, nstein Analy
2018, at https://lwww.bloomberg.coméwsarticles201807-24/couldamazormanageyour-moneybernsteiranalysts

think-so.

St ellarXia,hanMa Third of China is NMalkStrdemlousalMaccli i n One Gi a
27, 2019, ahttps://www.wsj.cordticlesmorethana-third-of-chinais-now-investedin-one giantmutuatfund-

11553682785
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investment 1 oss -bacswedrsesghsotuk mo utghhe adne sAillgner of t h
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Regulating Fintech: Securities Regulators

The federalsecurities regulators SEC and CFT€ are focused on any securitieslated activities, includirthose
of fintech companies. Examples would include a fintech company raising capital by issuing equity through g
coin offering or a firm creating a new technology for derivatives contracts. Given their mandate, the securiti
regulators have usea range of regulatory tools, largely focused on clarifying whether and how the existing
regulatory framework applies to new types of technologies, includiiiting rules and guidance to clarify how
existing rules apply to new types of approaches to séiesrissuing enforcement actions against any fintech fir
that may violate the securities laws under their jurisdictiand setting up fintech outreach offices to serve as
points of contact for stakeholders.

For a detailed examination of the securititbHI XODWRUV:- DSSURDFKHV DQ¢&eCRI WLI
Report R46333Fintech: Overview of Financial Regulators and Recent Policy, AppkadobwsP. Scott

Il nsurdnce

Fintsepplication to ipotcmma@@ad bdfmasi ansimifihe in
industry as in other aspects of financial servic
business, including insurance prodndtagcruondenlivti
of insurance (1ife, hPa&lyt.h,P oatnedn tpir&oVpXcdridtbyE l€adnsd ocfa s
petpeer 1 mMs Patam,ceartificial intelli,mgendce, bl ockec
insurance'B8pede facosd ecxoaunipdli i nclude 1ife or health
for people wearing devices that track activity a
that include tel e matbiechsa vdeowi;c easn dt riancskuiransg sd rsicvaenrnsi
an underwriting tool or -gmmowien g cR&F riamsdurdm BY 1d

"Mark Carney, Gover no iThe®mdmigebfdint®h: Sdmethirfg NéwUgderathe BunB p e e ¢ h
at Deutsche Bundesbank G20 Conference, January 25,2011, atttps://www.bis.orgkviewf170126b.pdf

177In a recent case concerning a $20 millioaréllated investment loss, a Stanford University law professor

¢ o mme n teaplé tend tomssume ttagorithms are faster and better decisioakers than human tradeThat may

often be true, but when 1t’s not, or whefhomaBey quickly go
BeardsworttandNishant Kumar “ Who t o Sue Wh e horune” Bleomheng Mdy &,2@19,atYo u r
https://www.bloomberglaw.cordbcumentXA51N7GO000000Bna_newsfilter=bankinglaw&jcsearch=
BNA%25200000016a8ce4d6bfadfb9cee2ed10000#jcite

178 For questions regarding insurance, congressional clients may contact Baird Webel.
For more information generally, see Nat INSWRTECHAS saotci at i on
https://www.naic.orglipr_topicsfopic_insurtech.htirand World Bank Grougilow Technology Can Make Insurance

More Inclusive Fintech Note no. 2, &ttp://documents.wordbank.orgéuratedéns83381531209953337df/128157
9-7-201811-49-10-FintechNotesTechnologylnsurancelnclusiveFinalLowRes.pdf
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money |l aundering compliance,s dsimiamicdwmsl adtrimsi tay e
(SARs) when transactions by a customer appear po

S ee Tim BIREE ndustrys F&stesGrowing Insurer Takes Root As Insurtech Flourish&&:P Global
Market Intelligence May 29, 2019.

1815 ¢ ¢ N hmiho@ation and Technology (EX) Task Farcg httpst//www.naic.org/mte_ex_ittf.htm

1825 ¢ ¢ N NAICPRassgs Insurance Data Security Model Ldaw pr e s s  er@4, 2017s awttp://lideaaico b
static.pantheonsite.iBelease®017_docsiaic_passes_data_security_model_law.htm

183.S. Department ohe TreasuryA Financial System That Creates Economic Opportunithesset Management
and InsuranceOctober 2017, p. 117, https://www.treasury.gopfesscenterpressreleasefdocumentsh-Financiat
SystemThatCreatesEconomicOpportunitiesAsset_Managemeihsurance.pdfandNAIC, Implementation of
Model Act #668 Insurance Data Seculifpdel Law May 6, 2019, ahttps://naiecms.orgsitestiefaultfiles/inline-
files/Model%20%23668%20Map.pdf

184N A1 QnsurTech, Innovation & Technology” httpst//www.naic.orghdex_innovation_technology.htm

185 For background on the insurance industry, GBS Report R44958nsuranceRegulation: Legislation in the 115th
Congresshy Baird Webel

18615 U.S.C. 881011015
187 For questions regarding risk management and regtech, congressional clients may contact Rena Miller.
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188 FINRA, Technology Based Innovations for Regulatory Compliaic@HIJWHFK”™ LQ WKH BHFXULWLHV ,QGXV

September 2018, attp://www.finra.orgsitestlefaultfiles/2018_RegTech_Report.pdf

189 For example, see Douglas W. Arner, JanesrtBb e r i s, and Ross P. Buckley, “Fintech,

Reconceptualizat i on Nosthwestrindournatof Iatérnatorablaw and Business. 37, no. 3

(Summer 2017), pp. 37376; see also Institute of International FinarRegtech irFinancial Services: Technology

Solutions for Compliance and ReportingSMarch 2016; Bart van Liebergen et &ggtech in Financial Services:

Technology Solutions for Compliance and Reportingtitute of International Finance, Report responding edtk

Financial Conduct Authority’s “Call for input: supporting
March 2016, ahttps://www.iif.comPortalsD/Filesfprivateliif -regtech_in_financial_services_
_solutions_for_compliance_and_reporting. p@i2201901-04-142943690.

190 Ajay Agrawal,“The Economics of Atrtificial Intelligece;” McKinsey QuarterlyApril 2018 at
https://www.mckinsey.corbusinesgunctionsmckinseyanalyticsour-insightsthe-economicsof-artificial-

intelligence
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firms to enter a reé¢glhiimedryecermgi meotwi ¢ hs weddhd re
For example, a regulator could offer or require

Financial regulators have begthrboboaghmpl amenbt rs o1
rulemakbrgtst abpbdohbangs of fices and t aFsokrf oar ces wi t |
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J)LOQODQFLDO 5HIXODWRUYV DQG S5HF WAWIIROLFY $SSURDFKHYV
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The regulatory approaches described above could
stakeholders depending on how they are designed
are affected. Foh ¢xampl mpywiwahe fonteduce regul
operate under one set doffferuleas matlceyn dind g agchs 6 h @
oppose new of#reapddittiinogn arle qdiaitrac ment s . Incumbent f
t haregul ataonrdy etxaefnbpetrifomngst ech firms would put 1 nc:
disadvantage. State regulators and consumer advo
woul d preemptp rsottaetcet icoonn sluanwesr.

Congress omlfitowmancmal cegsider various regulator
choosing to tailor regulation for fintechs <could
companies or to products If the goalois to prov
learn how they and their pibhadedt s egadlad ibam feogul
meeting criteri-apasempanted mayhbetahe better op
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Policymakers may also consider how Ilfoinngt eecoh apply
company or product. For exampliet,elay,s pvéhail fei @ nc heaxr
or -an®ion letfiemmlmi ghtf ilhdgte period.

For more informat€CRSE RapohiplsRMHRBKE F¥HUYEHZ RI )LQDQ
5HIXODWRUV DQG 5HFHQW BRA®hHE\; 3G RRD FHMtotcus I F11195,
JLQDQFLDO ,QQRYDWLRQ B5HGXFLQJ DQWHEK WHIRGDWRUYS 8 Q FCHlL
Cooper, and Eva Su
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Appendix. CR¥F i nt ech Products

Cybersecurity

CRS Repor )LQRAIUFALDD,6HUYLFHY DQG &\EHUWHFXN.LWRr 7TKH W Gk
and M. Maureen Murphy

CRReport MTOMWDK33IURWHFWLRQ,/DEy$G 2¥HU¥WHZP. Mul li gan,
Freeman, and Chris D. Linebaugh

CRS In Foc &SEHUNVHEREDWAURGXEXKFWICR®@.i s Jaikaran

Lending

CRS Repor ODBMHWIODFH /HQGLQJ )LQWHEFEKVLQR\RQMXPEIUQD QG
by David .W. Perkins

CRS Repor JHRHUD® BUHHPSWLRQ LQ WKH 'XDO %DQNLQJ 6\VWH
IRU WKH WK &RQJIUWHNVVB. Sykes

Payments

CRS Repor 8 6RE8DYPPHQW 6\VWWHP 3RIDDL\FP\H,QWXHNVQ GD,\VIRY DWLRQ
Cheryl R. Cooper, Marc .Labont e, and David W Per

CRS Repor TKRBRWHOWLDO '"HFOLQH RI &DVK,8VIDyYyH DaQvG GHO D W
W. Per kins

Banks Thn-Badrty Vendor Relationships
CRS In FocWHFKQEFRORIA BHUYLFH SURYL®HUMY yJRU BoDQGId/t t e r

Cryptocurrency -Badde 8l Bajkméimti nSys t e ms

CRS Repor RURSMWRIPXUUHQF\ 7KH (FRQRPLFV RI ORQHA DQG 6HO|
David W. Per kins

CRS Repor WORFHNEFKBLQ %DFNJURXQEyD@G BROLF\a,iVVWXHY n

CRS Repor O LR XDBO® « XUUHQFLHV DQG ORQH\ /IDXQGHULQJ /HJD
(QIRUFHPHQW $FWLRQV DQGbH/HIUVMGDWLYH $URSRWDWQAIV Ni col e

CRS In Foc dasQDQFLDO2,4XQURSOWERQUHQFDAW i,d W. Perkins
Financial “CrypdavwatibgreDavied . W. Perkins

Di gital AGapeittsalankor mati on
CRS Repor tLIRWODOR,VHWY DQGCbLE(&BEHIXCLWLRQ

CRS Repor &DRUWDO ODUNHWY O6HFXULWLHYV 2)]IHULQEW aDQG 5H
Su

CRS Repor HRAVLBWLHY 5HIXODWLRQ DQG ,QLWLDQ@ &R4® 2BLHUL
Sykes
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CRS In Foc psQDQFFLDO®0,QQRYDWLRQ 'LJLNMHWBQWWHWRvRDQG ,QL
Su

Hi glr equency Securities and Derivatives Tradi

CRS Repor tLRIPUHAXHQF\ 7UDGLQJ 2YHUYLHD Rl BHmHQW ."HYH
Miller and. Gary Shorter

CRS Repod& tLBWBOEXXHQF\ 7UDGLQJ %DFNJURXQG &RQFHUQV DC
'"HYHORSPWQ@@WWary Shorter and Rena S. Miller

Regulatory Apgrbashes for Congress

CRS Repor )LQWMHBK3 32YHUYLHZ Rl )LQDQFLDO 5HIXQDWRUYV DQG
by Andrew P. Scott

CRS In FocpsQDIQFLDO9,QRYDWLRQ S5HGXFLQJb)YQWHFK 5HJXC
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